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AEREENTEFANTEANEERE. EHHELR,
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TP EESY
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AR M ETRFHENRIAEZRR T, STHEELUSRA

PAERTEAFRELREN, SRAMENTERELAERZREEE
FESHMANMASMILET, SAAZHITRHRP WEAEE, AT



WITLERPWIELAGRA, TERNE., TH, AT AKHERE
N EEBET A WHFES, REARNERERAEREK, . &
TAPHUAFELEANATIEEAL, BS RAHF—NTIEEMh LB 5
R FR, WREFHEMT LA LY, FTELM TR fo(T
BABMEA T UHATHE T ANEEHA PN AB LB 8% ,
RANATKF, U FE BN 19%, HRAREKS . Wi A B
HE ¥ TR % 24000 7T, TR 3200 T. THEBEfAEN S HoEKF
W X% N, PAATKF V85 i AN 8 R, & TIERMA
£ 30 RGN s A, L8 X B sl ik B E.P A T 4 25000 7T,
N7 EANAKF & A %48 2000 T, SEKF BN 4750 T, HPES
PR AR X R IR A BB E T B B, S HRAUMT B I
HERAMERPHAREZRRKF, MIKIE U RGBT ERA M
REBEHB LG, MR URDEREHFENELZRK . W REH K
o, MINKPHFRERRIKF . 2 MK EafalMRAZEK, £
SHBEMN MEIPHWSREE, ESHFEEMIKFE4. 4%
kPEE FEGRIKF #E., RAFEREE. BREKEMERH
EEEES T, FEUEHEA.

EREEFERR TS

BEEWR KREESY
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BR—: XRETFEBESRFNRA (350

5 1-1: XREFmBRSSHRRIT

[EX]

REXRERERREANEZGEE, BT ZRKREF & EF RPN A,
pulfaxlkFRE. AFRGE. L FR2ETEEME. FIFGRFL, HEH
TR AN BEREEEERFRR.
[£%1

L RELRAHTRRERE, A X FHAN Xk n2 KRG8 HH#HATEKRS
B, BRERYBBFRTF. FEEHAA. & a7 04

2 RELENEFER, MFARTBOLF 04, EH Visio TALRH &
gl HFnEr, AR RAPBRTEAFEZRENZ L FRE. HRFHER
BEGERERFZLREIKF Y FRE, TEECHNSRARNFEREEH
2ol R AE s

BLRELEWEFERE, WFAAATR N F 24, EH Visio TELRH &
Gl 5 RBE, @efRASPBRTERFZREOZ L A, AHREER
B R ERFEREIKCP BN 5B TR M5 RABRN RS
HAZ O M 4 A

L RKELEHERREL, FA Visio TRLH 4 R Gty a5

B.RBHRMEREE, EHRERF LS R THEFE,

5 1-2: XRFBEFEFESCY

EorEREXREFeHESTRAFTR, #TTEMRRAR. TAURE
BT AHE T, BHE BT AZEAN S, TERFONEE. REAA
WHFRAN, TRAGER. MESH. TRARSFRAGEMEYF,

1. RE\ESHZEm P REER, HEFXRERAFRIEL;
RESHMEER, ZREHXMEFRIBERGESE, LEHREFZHE

2.
T IE # 54T

/ﬁ\



3. EFRAHAGHAUE TR, RBAESIEEN KRR ERTEE,
4 EFEREAGHATET S, BB L5157 S H A5 2R T B,
5. REAHESRUREER, HERKEMEERT S4B,

FHESH 1-2-1: #FHEKZ R FISCO BCOS X k& £ 43 B K1
[EX]

B Linux RA-%, UEBEETRXLRADEWETHEN. HAH .
WEL, \TENEVAMBEIXRER L, EHZEMEEFE (/root/tools)
PR TRAE, FRIERAGRERIZIT, FRHBELEEE, REZFELXHF
F R
[£4]

B Linux 48, DLW B30 EE 77 X 2R 30 F B B om a9 AL WAL
WAL, \FTENERANEBINR AER G, L9, WHHALHESH N groupl,
group2. group3 F1 groupd, MHANHLA & # A % #1T (agencyPolice) . 4k
(agencyCompany) . % 3 ¥ | (agencyLabor) . #-f& & (agencySSB) . p2p_port.
channel_port. jsonrpc_port &% 10 47l A 30330, 20230, 8545, #itkiE#
WX R4t R G REIE % 54T, AR FATH S AT T NG AFATEREERE M
EXFEERR. BEREST:

SSENER ] HRE

group4

() REAERELTESR, %% build chain sh AN E, AHRER
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bk oy W & 3T B R [B] 90 A, W E fisco bcos &Y FLIRE 4 rpbft, B E 4
FRAFA T E AT KRG A LRI S BB, 3L build chain B & #E &KX 3
P 5

(2) B GABHAAA TR, EEFRIET RABRL,;

(3) & X F4ET & node0 B E 34K A LA K node0 groupl #7 node5 group?
WERRSEHI@ L.

FHESH 1-2-2: MERTRRRERLEF 6 Console WREEES
[Ex]

B Linux RF 8, %Kk, MEXRERGESR S Console, 7% KT A
g, FH, REEHFERGRPEFET. $RELERE, REZHELXHF
RATR R
[£%1]

1. B linux R4 &, #AHEREEHT (/root/tools) # T 5| &K 7% MK
EHH 2R 5HE, R ZXABEMHREBHERBE, REZEEXFATR
Ro ARBEELHFBT:

(1) A tar &AM JE4 console. tar. gz X, H#INHE XHHEFHEN
=5 K
(2) BEEF &8 % fisco shAMH XIEH X, FEHERHE
(3) f£ A get_account. sh AL &K F 1. 2. 3, 4 ALK F 1., 2.
3EFERE
(4) BE/H=AKPRA=ZMAC, AWK 1 A2EERKF FRIE,

KF2ARREERIKF, BWIKF 2 7 UHE NGB P RFRIE, KF
3 AL @EIKF IR,

2. ETERRMEBBRAZGER T E, TEXRBT AWENERS

BYIEHMES, AP ZTERBRETERBE, REZEAX ., AREFMLHF W
T
(D) ZRENEEN ANR: BXKF 10EFRE, BKF 2 WA EE

TRERR, BEXKF 28956 &, EFFXAT IR, %1 nodelD 3 AL



WA RREANET A, BRKF 3ER e, BRET AmALRT 27 %;
(2) TRBEBERASHENR: BXKP 1 HEHE, BKF 2 HABK

ARSHMMIR, BXKF 20EH &, BRALSH tx_count_limit A A

2000, HXJkF 3 miEdl &, BHR ARG S tx_count_limit BY{E A 3000;

(3) BRKFPERFENR: BLIKF 1 EAKF 3T UF R F & t_test
AR BXIKP 3R G, EAP Kt test HBA—F0FR, REEWILE
MitE; BRKF 286, EHKF, 3BANIDE, HEWZEWILEK; &
kP L EBEIKS 3F R &t test AR,

FH 4% 1-2-3: #ERK % K WeBASE-Node-Manager W% 3 5 # &
[#k]

BF Linux R&H %, MEVEEETLE, FRAE. Bl LATRERK
B, REZELXFEERR.
[£%]

B linux R4 %, #HAFEEHRIMEEFE (Jroot/tools) 57 & X HbkE—1k
WEEFENHMENE, TREETLTERY, RERBEESFIT:
(1) # A\ WeBASE-Node-Manager B 3%, 5 mRIXYE E 4146 0 1F;
(2) % application. yml BC & X, #4T WeBASE-Node-Manager iR %
WE, BEHEELK, BEERF, HEEEGE,
(3) f# il &4 /B ] WeBASE-Node-Manager EE-F &R 5, HioET L EE
REEFBH;
(4) #HATH R EERSE 8 APT 7.
FHS 1-2-4: RREEFEFEHELSRIE
[Ek]

X Linux A&, AEBTEEETE, HARHE. Boh. RALBRERK
B, "REEFEEXFEHRR.
[f£%]

BF linux K& %, HAFEEHEIMEEFE (Jroot/tools) 57 & X it —1k
hWERTFEHRERNE, A ERTTERAY, BABEESFLT:

(1) # N\ WeBASE-Web B 3, # % docs HF T E X nginx. conf, K&



AR 4% ip Hhb. WeBASE-web &3k 0. #AXHHRE, T EEEMRS ip fk
B A E XM nginx. conf FIBRIAELE B F/etc/nginx/conf. d #;

(2) a4 B3 nginx, HAREETEFEEEIERE;

(3 BRMEEFHEEFETE, RIAKTEH: adnin/Abcdl234 .

£551-3: XPRERGMIR

Bt K st R GBI AE; E6ERLEFFXR, ARARENEEREAF
FAT RGN, HREMIR%E; REVFFR, oMA LB ELEEREGATHE
AR AR AL £ Fo iR T E ok 57 g xd X B i 2 G0 R 5 288 B9 R
FHES 1-3-1: HERTRXRER ZBEH WK
[ZEXk]

BF Linux R4 &, F6ERLEFR, ARSENEREGLFHTRRN
W NS, AR NAR T ERTIREREE, REEFRARF A HFRR,
[#£%]

B linux R4 %, £/ Caliper Wik T A % CrowFund. sol # newNeeder
A0 print REHATE AWK, BRBEES0T:

(1) 5% 4nodeslgroup/fisco-bcos. json XX tF, #4TE /793
CrowFund. sol &4 X B & ;

(2) BEHATENN js £ &;

(3) &6t newNeeder 3 gEAZ & MR K A

(4) #4 print 27 8EAZ QMR KA

(5) % E txNumber=100, tps=1, ATHMRKELE N 100%.,

FHESH 1-3-2: HERTZRE REANZ LA R
[E%k]

WAEL W Wallet 5 Attack B R 627, ETEAW truffle,
ganache ¥ F A TR X8, £ truffle T, JavaScript &5 % K& fE A4
HE. WRACRBRE, TRIZEHEEANL2RFANR, FXERTEEE
EHNRARIE. REWTRARDGEINREREE, REEFLERFEFRZ,
[#£%]

at

=



BT E AR A Y, ) truffle T A % & AT 4 66 & 2980 IR MR 5 1
-
// SPDX-License-ldentifier: MIT

pragma solidity 20.8.11;

contract Wallet {

address public owner;

constructor() payable {

owner = msg.sender;

function transfer(address payable _to, uint _amount) public {
require(tx.origin == owner, "Not owner");
(bool sent, ) = _to.call{value: _amount}("");

require(sent, "Failed to send Ether");

contract Attack {
address payable public owner;

Wallet wallet;

constructor(Wallet _wallet) {
wallet = Wallet(_wallet);

owner = payable(msg.sender);

function attack() public {
wallet.transfer(owner, address(wallet).balance);

9



(1) AT L8624+ FANRE, FFUHEL TSR EE;

(2) FEMAAG, BIE 6N+ F AR

(3) QB EEME RS2, &% K setupRepair. sol, H %5 MK A %
B&X, FUABENE,

10



BR=: FREATKEWRA (307
5 2-1: BEEALEI

[E%k]

RAE X Rk R Z RIS AR & RO RV XA E R, o5 % X keE
BEE R A AT RUR BRI ZE e N EME, &K TR EF KL
s fmEmEREZEERFRTRR.

[£41]

I REXREFEREF R TME T EMERSN, BEZXREREZRL

F= o B BE B2 T BB R R OURY

2. WItH e+ & AN &0 6t;

3. TRRKREFREZREE 62407 B

£552-2: 1IREKRTEREREEANTX

[Ex%]

F Solidity e T “HERRKR” ZAAFHREGANERG, FHATL
T E 4T /home/adminl/Pensionlnsurance/contracts H 3 T #4805 447, #Z|
“URFEEFHL”, AEAEHRDESE, Rl TR REEREERE EMF
B X B R
[#£%]

1. ##R G & 8449 (PensionInsurance) # O %#D,

(D RE#RZROEEGAWIRED, TREKREFABRFERTHENL, =
PR TP LR R L a9 g

/IR TS0 E R

struct Person {
[/ETFHE 5
/] W4
/] EwS
/] Sk 5 s
/] EE

11




/] B3I a6 H
/] L5
/] BFREE
// R L HuhE

}

[13= 2RISR S B

struct InsuranceAccount {

[[ETF IG5y
/] D NIK R
/] KRN
/] RS NI TR B R
e & dinplil

(2) ETHRWERGARBURER, TERTHELELENED,

/1438 BR EY
function addPerson(string name, uint age, string memory idNumber, string
employer, uint startDate, uint salary, address employeeAddress ) public {
/] EFIHEE
/] SOES AR T BHIK T ANGE CAFAE

uint  paymentBase= salary >  MAX_INSURANCE_BASE °?
MAX_INSURANCE_BASE : (salary < MIN_INSURANCE_BASE ?
MIN_INSURANCE_BASE : salary);

/] EFIHE

/] QUK P (S R

}

(3) ETHRWEREGANGURER, TERR IR, LB ED,

function addEmployee(address employee, uint256 salary, address _sponsor)
public {
/] mFHEE
/] RAE G AT A I R T A

require(employee!= address(0) &&
insuranceAccounts[employee].personalBalance == 0, "Invalid employee address");

[/iETHE R

/] BIEEHTHR TR

uint256 insuranceBase = salary > MAX_INSURANCE_BASE *?
MAX_INSURANCE_BASE : (salary < MIN_INSURANCE_BASE ?

MIN_INSURANCE_BASE : salary);
uint256 personalAmount = insuranceBase * PERSONAL_RATE / 100;

12




uint256 overallAmount = insuranceBase * OVERALL_RATE / 100;

insuranceAccounts[_sponsor].overallBalance i F 1 & # &

overallAmount;
insuranceAccounts[employee].personalBalance % T ¥ 5 ¥ &

personalAmount;
insuranceAccounts|[_sponsor].personalBalance = 1% T35 ¥4

}

(4) ETHRNERGARBURER, TEHEE LH#NED,

function addSponsorAccount(address _sponsor, string sponsorName) public {
/] RAE G AT DSR2 e
require(admin == msg.sender, "Only admin can add new sponsors");
[[ETFHE
/] JEF AR HoE E K P A e D ARAE
/] G K
sponsor[_sponsor] = % T-1H 5 #4);
sponsors.push(_sponsor);

}

2. KZEZHEKEFE A4 (PensionlnsuranceTransfer) # O %40,
(D) REREREESANTERED, TR KRERKEAWHMNL, LI
B iF Af AR B SRR B AR T RE

struct Application {
/] B Ak
[/HTE N AT AR R ik
/] JEYE T
/] EFRIR T
/] REES true === {Z1L8%
/] =AEHE
}
/] & AR R Gt
struct SocialSecurityBureau {
/] ARSIk T
/] #LER R R
/] TG RVFRBH R A 1574
/] =TS CREI
}

(2) ETHRWERGARBURER, TERNI 6.

13



/] BT A R SR AR AL
function applyForTransfer(string memory _fromCity, string memory _toCity,
address applicant,address fromBureauAddress, address toBureauAddress) public {
accounts[applicant].personalFund =i% F3H 5 #43;
[T IHE E )
/] FE AN HEASE A HA 2 K
/] EURRI T L O Jay 4 Z0UAR #5EAX
/] G TS
currentApplication[applicant] = newApplication;
applicationAddress.push(i% T3 5 % 57);
}

(3) ET4hEHNEGEEARELLEER, %% Pensionlnsurancelransfer
FANAGRE T EE B

function authorizeTransfer(address _applicantAddress, address fromBureauAddress)
public {

[/ETFHE R

/] AW R R, R AR R AT LR A i

/] Rk

/] FFiENIKFEE

/] HiL AR R EEGE IS H S

/] EHHIERE

155 2-3: HERSTRERESHNGmIFE. BBESEH

[Ex]

B G linux R4 &, # A\ /fisco H, & T EHFHH FISCO BCOS X Hr 4k
M % F &, J& 51 WeBASE-Front f 4%, 313 Y7 2 74 |5 WeBASE-Front Ak 4. 1R 4E
RO E KRB AL, 7 WeBASE-Front By & 4 BAE = k45 BE & A 4
FHESEA. RENTRORBERBERFEZELRHFRL,
[£%]

J8 ] WeBASE-Front MR %-, A % & % [ WeBASE-Front E#EF &,

EHmEFME AP EREL, AAMEREORIES 640 L5 RE,
ERwT:

# il WeBASE-Front & #-F & %15 . #£ “PensionlnsuranceTransfer. sol”
&4, FB AL abi;
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(2)M4% PensionInsuranceTransfer. sol & #7, %14 A addSponsorAccount
OF £k F, HIEF getSponsor O EFREKF ER;

(3) M3 PensionInsuranceTransfer. sol &%, st depositSposor ()
%R EIKF FE;

(4) MiX PensionInsuranceTransfer. sol &%y, ¥/ addPerson () % /m 5t
T, si# 1L addEmployee ) % R T R FERKIKF

(5) MK PensionInsuranceTransfer. sol & %7, 8 makePayment () 4 J&
AR AL AR

(6) Mk PensionInsuranceTransfer. sol &%), 1 addBureaus () £ %
# & B, i1 i changeBureausAuthorized() B % & B K &, FH & iT
applyForTransfer () 72 i $#& X 4 R # % ¥ 1%, & J5 # 3T authorizeTransfer () .

receiveTransfer () & 4 & iF .

£55 2-4: RERTHRE RS LRIIRENIK

[Ex]

BiELRETRAEREAN, AP WEERF HRIEREKFHE. Fiv
MANEER P LRI ZE K HENRAFTR, £TEAN truffle.
ganache—cli ¥4, BH MW 7% K ZE AN E PensionlnsuranceTransfer,
1 VSCode 7 & T B | truffle T E . JavaScript & T EH & AWM E .
MR B RBRE, HPATHR . &EH¥K TR NN ERBERE EEE
X F4E
[£%1]

I RSN WEERF FRIENER P KE. S MAEEKRF UKRIES
FWP HENRA IR, BARERT:

(D M2 LA B £ 0P B R #l g, RI|ARER, HERN
R o Ao B £ K P IR o B A A B 1 AL

W 519 5 PensionlnsuranceTransfer_001
M H TS RN N 32
AR MK P E B AN

HEZG ) =

15



TiE AT [* EFIHE I/

N [* EFIHE I/

A DI OFN S PMEERS s @URBUEENK
QK &t A 6 L

iU i [* EFIHE I/

(2) #h4 LT An 5 2 (2 10 S 48 1E B L, REMIRAE R, #
R IR 45 9 A A 5 i o) B 75 1 9 LB

A 51 2 5 PensioninsuranceTransfer 002

W1 H I8 RS R B s s D I

WA A 1E 5258 Hi

) =

T %A [* EFHEEH I/

TN [* ETHEEH I/

BRI IR OAEE 2 MR R @A HTE
G H15 NG R E B AL

THUH 4 /* ETHEEH I/

2. 7 /home/adminl/PensionInsuranceTransfer B 5 T 7 & M|k B A& 5 |

o AEERWT:

(1) B %) ganache—cli ¥, EREE Lorsm T A 7545, W4 ID A 5777,
# A truffle % & & %9 PensionlnsuranceTransfer B #F 2 B & 3 M| K
PensionlnsuranceTransfer. sol &%), #MEM RS LW T 44, TEHEF M
“] init_migrations. js” X, # 7 “HFEHEH L7, 1 H E#H DL,

(2) £ test HEX ¥ T # test. js XM, RN B H N EZIA A0 6
EIK P LRI E B £ K P #E W R 4

(3) £ test HEX ¥ T # test. js XM, 7T &H MK B B INIK LI fn 6 7%
VE AR IR E 2 A OF 4R 28 A HY BRI 4

16



R = XREMHRGT K (30 )

AERREMS T HEANRERNETRE. EHBEEDT, YWHARESE
THAEE R, 2016 FXEWHRELXZRAN 19.1 FILET; MEMLIT, &
F 2016 4, 4 HRALLEFETNN 36 A LET.XAERANAERR T,
H BT Y 62%; HRZZEE(7.9% f HA(T.T%) . AT, HERKTFE
ENTERER L8, EEANMAERATBEH. FANEACELESE
TR G ER, WREARES BT EIEA (FHHRHIFEHNTRE,
HEABRAGHABRBHRA, ENKEEE, EERZFEZLHIF O .

X Bt & & P oA P 4, B A1 I A R B R Z R A A i mh T
B, ARMFZETFISCOBCOS F XA EAREhREER L, TEFRAFEE (5
w’AFQED , REGEEE. REEBETEAEER, ZAXANEHRIBE
1, B {E A Vue. js #1 JavaScript, f&smIT Z(EH Java. 58 ARy X 8t 2 40 B
WERWEREMASLTE, W UHHMHIEERMN.

SRR
AR

FHRFEHEREN

PRI

: = )
ETXIREFTFERKE . RS R
e REAEBHE

ENHMHER

fRBIThRE

BEEsNEE

HIEFHEEE
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15 3-1: BERTRNARRTL

[Zx%]

FHMARFEGR BT EHTRE, FEREFN N 5EHE, KEFER
BEGFERTRAZROCERERE B AANEHE. FE, £/ IntelliJ
IDEA FF % T £ 4T 7F /home/adminl/PensionInsurance/backend K, & F &3 &
GWTT KR, REXrH “EFHEAFHL” T8, I athkwREE, T&
ERAEA T REBEE, REEFLERIFATRR.

[£%]

I ETRENREBIE, A L& FHF Y FISCOBCOS X 4% K & F
&, 1# il ADMIN & 7 52 Ak /home/adminl/PensionInsurance/contracts B & T #
MEREAAM Lt RIEMIE, FRBA LML,

(1) Jg =1 FISCO BCOS X # &k F & ( /fisco) , M A ¥ % & 47 JF
WeBASE-Front;

(2) £ PensionInsurance. sol #1 PensionInsuranceTransfer. sol & &
B4, REFILE LN,

(3) HEBEREALAM abi L ALMIE,

2. A Javait s, TRk BT EEMAMNEHRAEIT L, 7 Intelli]
IDEA JF % T E47 7F /home/adminl/PensionInsurance/backend K45, % F 53 %
GHTT AR, KE “BFEEFHL” WER, MRBAHRGE,

(D RENFARFHEXELE, EEHRAZHIL. 44H4 . webase-url H#,
HF

(2) #T7F OrgServicelmpl. java XX, % RUEM R %KL 5 45,

ARA B 1

/**
* M P
* (@param personBo
* (@return
&
@Override
public Result<String> addPerson(PersonBo personBo) {

18




}

if (StrUtil.isEmpty(personBo.getEmployee Address())

)
return Result.error(ResultVO.PARAM_EMPTY);

}

List funcParam = new ArrayList();
TS H oy

ESE 2 2t

String _result = iEFIHE 5,
JSONObject obj=ik T35 #i43;
String statusOK=obj.get("statusOK").toString();
if GEFHHS ) {
return Result.error(ResultVO.CONTRACT ERROR);
}

return Result.success("ok");

AR Fr B 2:

/**
* M EE

* (@param insuranceAccountBo

* (@return

@Override

public Result<String> addSponsorAccount(Insurance AccountBo insuranceAccountBo) {

if (StrUtil.isEmpty(insurance AccountBo.getSponsorAddress())

)
return Result.error(ResultVO.PARAM_EMPTY);

}
List funcParam = new ArrayList();
IEFHE T

String _result =% F1H 5 & 5
JSONObject obj=ik FIH 5 #57;
String statusOK=1% T 5 1 43;
if GEFIRT )
return Result.error(ResultVO.CONTRACT ERROR);

}
return Result.success("ok");
}
AR5 B 3
/**

* AR K

* (@param insuranceAccountBo

19




* (@return
&
@Override
public Result<String> addEmployee(Insurance AccountBo insuranceAccountBo) {
if (StrUtil.isEmpty(insurance AccountBo.getAddress())

)
return Result.error(ResultVO.PARAM_EMPTY);

}
List funcParam = new ArrayList();
IHEFISGH

String _result =& F-1H 5 4>
JSONObject obj=ik T34 5 #i53;
String statusOK=1% F1H 5 #43);
if GEFHHS ) {

return Result.error(ResultVO.CONTRACT ERROR);
}

return Result.success("ok");

}

RS Fr B 4:

/**
* MR R

* (@param socialSecurityBureauBo

* (@return
&
@Override
public Result<String> addBureaus(SocialSecurityBureauBo socialSecurityBureauBo) {
if GEFIRT D)
)
return Result.error(ResultVO.PARAM_EMPTY);
}
List funcParam = new ArrayList();
IETFIHG

String _result =% F1H5 & 5
JSONObject obj=itk F1H 5 #i 5;
String statusOK=1% 5 1 43;
if GEFIRT D)

return Result.error(ResultVO.CONTRACT ERROR);
}

return Result.success("ok");

20




(3) #T7F QueryServicelmpl. java X, SZILAH <&\ 4% 4,
ARES B 1

[
* REUITA K 7 812
* (@return
&
@Override
public Result listAllEmployees(String userAddress) {
13RBCF A A HA Ttk
String _result = iEFIHE 5,
BTG
AR SR B A
List<Person> personList = new ArrayList<>();
for(E F-HUS H4) {
Person person =i% - 3E 5 #57;
BTG
}

return Result.success(personList);

}

AR Fr B 2:

/**

* MR 51 b A S
* (@param userAddress
* (@param
* (@return
&
private InsuranceAccount getlnsuranceAccountDetail(String userAddress,String accountAddress){
List funcParam = new ArrayList();
IEFHE T
InsuranceAccount insuranceAccount = new InsuranceAccount();
try{
String _result = EFIHF 55,
JSONArray employeeArray = JSONUtil.parseArray(_result);
String _result2 = EF AT Ho;
JSONArray sponsor = JSONUtil.parseArray(_result2);
113428 53 A5 18
WFIHG
tcatch (Exception ex){
System.out.println(ex.getMessage());

}

return insuranceAccount;
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(4) #TJF TransactionServicelmpl. java X, SEILAME < REE R ZF

b B 1:

[k
* EEK S RE
* (@param insuranceAccountBo
* (@return
&
@Override
public Result<String> depositSposor(InsuranceAccountBo insuranceAccountBo) {
if GEFHS )
)
return Result.error(ResultVO.PARAM_EMPTY);

}

List funcParam = new ArrayList();
I R& L5 7l
LETFHE I

JSONODbject obj=JSONUtil.parseObj(_result);
String statusOK=1% T 5 {43
if GE TG ) {
return Result.error(ResultVO.CONTRACT ERROR);
}

return Result.success("ok");

b5 B 2:

/**
* LA
* (@param insuranceAccountBo
* (@return
&
@Override

public Result<String> makePayment(InsuranceAccountBo insuranceAccountBo) {

if GEFHHTG D) {
return Result.error(ResultVO.PARAM_EMPTY);
}

List funcParam = new ArrayList();
prins B NE R

String _result = iEFIHF 5
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JSONObject obj=ik T34 5 #i43;
String statusOK=1%F3H 5 & 4;
if GEFHHS ) {
return Result.error(ResultVO.CONTRACT ERROR);
}

return Result.success("ok");

(5) #TJF TransactionController. java XX, SZILAH X% ZH 0% 4,
RSB 1:

@ApiOperation(value = "4 JiE = F{A", notes = "4 i L7 {H")
@RequestMapping(value = "depositSposor", method = RequestMethod.POST)
public Result<String> depositSposor(ik 1 5 #B4) {

return & FIHE
}

AR Fr B 2:

@ApiOperation(value = "S§41 7= Z RIS, notes = "SHHNFEZ IR
@RequestMapping(value = "makePayment", method = RequestMethod.POST)
public Result<String> makePayment(i%& 18 5 #7) {

return ETFIHE
)

b5 B 3:

@ApiOperation(value = "H i F£ & RIS FEFL", notes = "HIE R E IR FEE™)
@RequestMapping(value = "applyForTransfer", method = RequestMethod.POST)
public Result<String> applyForTransfer(i%F3H 5 % 57) {

return 1T )
}

b5 B 4:

@ApiOperation(value = "+ /& B 1% B 1", notes = "fromCity #1 £ J& & 1% I 1E"
@RequestMapping(value = "authorizeTransfer", method = RequestMethod.POST)
public Result<String> authorizeTransfer(i% 3 5 %5 47) {

return ii%aiﬁ':’ﬁ'%ﬁﬁ\;
}

AR Fr B S:

@ApiOperation(value = "#T AL IR 5 #:52 B 1", notes = "toCity #L{RJRHUIK P 380 )
@RequestMapping(value = "receiveTransfer", method = RequestMethod.POST)
public Result<String> receiveTransfer(% F1H 5 #4) {
return 1% FIHF 57
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(6) #TFF OrgController. java X, SZINAR K EM 0 & 45,
R0 H B 1:

@ApiOperation(value = "% 3% ", notes = "% 3x&")
@RequestMapping(value = "login", method =i F- 35 5 #F)
public Result<String> login(@RequestBody & FHH 5 #B4)) {
String userAddress =i%& - 5 /7;
if GETFIHS AT {
return Result.error(ResultVO.PARAM_EMPTY);
}
if GETHE )
return Result.error(new ResultVO(500," & 5 R0, Tk 545 1R" null));
}

return Result.success("ok");

}

AR Fr B 2:

@ApiOperation(value = "VE/H ", notes = "J M ™)

@RequestMapping(value = "addPerson", method =it 18 5 #7)

public Result<String> addPerson(@RequestBody i% F-3H 5 47) {
return ETIHT H 53

A5 B 3:

@ApiOperation(value = "V /i Ji£ 3", notes = "JE M ")

@RequestMapping(value = "addSponsorAccount", method = i% F-3H 5 ¥ 4))

public Result<String> addSponsorAccount(@RequestBody 1% F-3H 5 #i43) {
return Y& FIHF H4y;

}

b5 B 4:

@ApiOperation(value = "V} 72 T.", notes = "VEMH ")
@RequestMapping(value = "addEmployee", method = RequestMethod.POST)
public Result<String> addEmployee(@RequestBody iEFIHE H7) {

return 1% FIHE
}

AR Fr B S:

@ApiOperation(value = "JEM AR /5", notes = "VEMEE 1)
@RequestMapping(value = "addBureaus", method =i% F-3H 5 ¥ 41)
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public Result<String> addBureaus(@RequestBody £ TFIH S #4)) {
return IEFIHEH45);

£55 3-2: RERFTHRNARTRIT L

[EX]

£ il Vue. js 1 JavaScript, 58 ik 7= % (R o & 2L A% He 09 7] 35 20 86 o B2 A VSCode
FF % T A AT /home/adminl/PensionInsurance/front KA, #F &% & 4t #h 7
KRR, HE views HFET vue X “UFHEEFHLH” BB, I ABREANR
B, TRE, BRAATHREDRE, REZELRFEERR.

[£%]
1A TR0 R LBy T R AR, £ B K TUE Login. vue U F 7 w3 AL By

RAGEHE, LN ARETS G, FMRA T EE, TAREET;

FERMEESEETS

ERAE

ALE AR ERK T
(1) FE A B 9 69 B AR R R IE 5
(2) FERAFHTHEE RIKF Mk
(3) miff “BR” HHAMHFEREEERK, HARE HZ;
(4) BEFRGEREEZMEEETE;
KA R B

<template>
<el-row style="height: 100%;">
<el-row >
<el-col :span="16" :offset="4">

<el-form label-width="120px">
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<h1>FRE RGBS EHF G </hl>
<h3>% S </h3>
<el-form-item label="% 1 51 Mtk 3 N\ :">
<el-input type="primary" v-model="1%F 1 5 i 43-"></el-input>
</el-form-item>
</el-form>

</el-col>

</el-row>
<el-row style="margin-bottom: 20px">
<el-button type="primary" @click="1%F3H 5 i 43-"> % K </el-button>
</el-row>
</el-col>
</el-row>

</template>

A Fr B 2:

methods: {
login: function () {
if GEFHTHY = EFHFHD) {
alert("[X HEEHBEAGE N AL ")
yelse {
let postData = {
userAddress: this.address
}
this.axios.post('/org/login', postData).then((response) => {
if (response.data.code == & FIHEH47) {
this.$cookies.set('senderAddress', % F 3 5 5 47)
alert("E AL
/- B e A S U
this.$router.push('i% F 3 54 7)
else {
alert( B R RIW, LT HEFHE )

1)

RGBT R AR, £ 8 £ 28 %K T E Sponsor. vue X fF

=l

2.1 E T
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At M RAEE, ZIANmA R EERF ER Gk, MR T E
M, R T e T

FERKRESERTS il

SREELERS

PeT—— [ eancuan- |
REEW LFEE LEP RS &1

APKPES o1 Oxc67ase12ebbel5702c5862a5ede0ae85c78 12760 345654971 P

» <02 0x3a58e72de99900101d631d120d57b8bbI1 72779 42400 B3
BAKIBRIER
tREER

AR E B B AR E R T

(1) FHEAAHNAEREZIRF EEETE;

(2) TEHFER “9FREEHRK,” %4, WU HERELET N E
1E;

(3) g “Wm” AT UAMEEER, FEAERETEL;

(4) RIZ B 7= R Ja RFT 5] & 248 s

(5) 4taf B ZIK P % HATIK P RE &%,
NCLR-QE

<el-main style="padding-top: 10px">

<el-row>
<el-col :span="23" :offset="1" style="text-align: left">
<el-button @click="1% T 5 #B4>" type="primary">H 1% Ji& T+ (R K /7 </el-button>
<el-table :data="companyList" class="content">
<el-table-column prop=" % F E F # 4 " label=" A F % HK "
min-width="10%"></el-table-column>
<el-table-column prop=" #%& F ¥ T F 4 " label=" 2 @ My kb "
min-width="20%"></el-table-column>
<el-table-column prop=" % F H F #F 4> " label=" A A K P & H "
min-width="10%"></el-table-column>
<el-table-column label="#2{f" min-width="10%">
<template slot-scope="3EF-HE B ">
<el-button size="mini" type="primary"
@click="depositBalance({% T3 5 B 43) ">k F' 7¢{H </el-button>
</template>
</el-table-column>
</el-table>
</el-col>
</el-row>

</el-main>

RHD B 2
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<el-dialog title="J & /A & {5 5" :visible.sync="dialog Visible">
<el-form label-width="100px" ref="companyDetail">
<el-form-item label="Jg 3= /A & #hdik:">
<el-input v-model="%F 3 5 /3 "></el-input>
</el-form-item>
<el-form-item label="Jg & /A &] & FR:">
<el-input v-model="%F 3 5 [ /3 "></el-input>
</el-form-item>
<el-form-item>
<el-button type="primary" @click="onSubmit(i% I 5 & 43)">¥s Il </el-button>
<el-button @click="closeDialog">H{ Ji§</el-button>
</el-form-item>
</el-form>

</el-dialog>

KA R 3:

<el-dialog title="Ji &= /A & {5 5" :visible.sync="depositBalanceDialog">
<el-form label-width="100px" ref="companyDetail">
<el-form-item label="/2 =] i hik:">
<el-input v-model="i% F* 38 5 3 /3 "></el-input>
</el-form-item>
<el-form-item label="78 { & 40:">
<el-input v-model="i% F* 38 5 3 /3 "></el-input>
</el-form-item>
<el-form-item>
<el-button type="primary" @click="SubmitDeposit(i% FIH 5 {8 4))"> 7t {H </el-button>
<el-button @click="closeDialog">H{ I </el-button>
</el-form-item>
</el-form>

</el-dialog>

KA F B 4

onSubmit: function (from) {
let postData = {
BTG
}
this.axios
.post("/org/addSponsorAccount", i%&FIHE & 5T)
.then((response) => {
console.log(response);
if (response.data.code == 200) {
BTG
this.closeDialog()
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} else {
alertC &R WA FH 1%, $ {response.data.msg}");

s

3. WET RIS R GLHIT BN, £ H FIKF 515K Person. vue U 7 7 4
MEE NG, LR ATHFERNER LS, TR TEDT:

FERRBSEETE B
BEKFER

<321 EB SIS BE BREN |3k 5 1RfE
BRKPES po1 23 32454 02 3200 0 E3
BRRBEEE poz 2323 3432432423 c02 24000 0 E3
po3 231 4324234 c02 24000 0 E3
iREES po4 32 213454436544535 c02 24000 0 m
pOS 324 32546654 <01 24000 9600 E3
P08 12 21345423 €02 20000 1600 m
po7 2 32432 c02 20000 1600 =3
po8 324 4324234 <01 20000 1600

AEEERWT:
(1) F&EHFHNAE KA RRRIE;
(2) NEFER “wEAFPAERKP” &4, TUBEH P EERAE;
(3) w7 “MERE” Z4n, B/ EERE, FERNLTES LA,
(4) €& F 7 AR P & 5 Rl 7 R 208

KA B 1

<el-main style="padding-top: 10px">
<el-row>
<el-col :span="23" :offset="1" style="text-align: left">
<el-button @click="dialogVisible = true" type="primary">H % i J* 4L &K I </el-button>
<el-table :data="personList" class="content">
<el-table-column prop="41%TFHH 5 B4 label="1E 4" min-width="10%"></el-table-column>
<el-table-column prop="1%FIH 5 &R 43" label="F-#" min-width="10%"></el-table-column>
<el-table-column prop=" & F ¥H F #H 4 " label=" H i iE 5 G "
min-width="20%"></el-table-column>
<el-table-column prop="41%TF1H 5 4" label="J& " min-width="10%"></el-table-column>
<el-table-column prop=" % F H 5 F 4 " label=" % % H %
min-width="10%"></el-table-column>
<el-table-column prop=" % F H 5 F 4 " label=" Kk £ &K H "
min-width="10%"></el-table-column>
<el-table-column label="#{F" min-width="10%">

<template slot-scope="scope">
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<el-button size="mini" type="primary" @click="buyInsurance(i% 5 3H 5 3 7)"> 4 3L £
% </el-button>
</template>
</el-table-column>
</el-table>
</el-col>
</el-row>

</el-main>

KA R B 2:

<el-dialog title="12 T.{5 5" :visible.sync="dialogVisible">
<el-form label-width="100px" ref="personDetail">
<el-form-item label="13 T. 1 44 :">
<el-input v-model="i% F* 38 5 3 /3 "></el-input>
</el-form-item>
<el-form-item label="1{3 T.4F #%:">
<el-input v-model="i% F* 38 5 3 /3 "></el-input>
</el-form-item>
<el-form-item label=""5f {7} {IF. 5A%:">
<el-input v-model="i% F* 38 5 /3 "></el-input>
</el-form-item>
<el-form-item label="/\ &) 44 FK:">
<el-input v-model="i% F* 38 5 3 /3 "></el-input>
</el-form-item>
<el-form-item label=" 51 T bk ">
<el-input v-model="i% F* 38 5 3 /3 "></el-input>
</el-form-item>
<el-form-item label=""T.%%:">
<el-input v-model="i% F* 38 5 3 /3 "></el-input>
</el-form-item>
<el-form-item label="%4% % {2 46 H #:">
<el-date-picker v-model="1%F 5 #B73" type="date" placeholder="1%+F H #i">
</el-date-picker>
</el-form-item>
<el-form-item>
<el-button type="primary" @click="onSubmit( i F H 5 & 4 )> 7 B} 4]
</el-button>
<el-button @click="closeDialog">H{ I </el-button>
</el-form-item>
</el-form>
</el-dialog>
<l-- SRR -->
<el-dialog title="14 X fR[5:" :visible.sync="buyDialog">

<el-form label-width="100px" ref="personDetail">
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<el-form-item label=" {3 T Hfi}ik:">

<el-input v-model="%F3H 5 /3 "></el-input>
</el-form-item>
<el-form-item label=""T.%%:">

<el-input v-model="%F 3 5 i /3 "></el-input>
</el-form-item>
<el-form-item label="/ &] % #R:">

<el-input v-model="%F3H 5 i /3 "></el-input>
</el-form-item>
<el-form-item>

<el-button type="primary" @click="buySubmit( & F H 5 # 4> )"> # A 4 £

</el-button>

<el-button @click="closeDialog">H{ Ji§</el-button>

</el-form-item>
</el-form>

</el-dialog>

4 EE TSR ARNIF ZAER, £ P AHRES EEH M Application. vue
AR R E AR, LI RGP R HAE R F R S g,

B TRE T
PETT—— B
EimFmE i . R t® 2 BT 1 &%
BRKARE A . o . [ve | =2 |
KPEBRER
HEEES
ARER 4T

(1) R @A RAHANEXEFERRTE;

(2) WEFEH @47 %4, 7 LALI o iF 2 105 % o6k

(3) MEFEA “#f” %4, LI FiFHE 6,

(4) mF “DImRELEE” 9 5% BN ERESRET, RE7
%,
KA B 1

<el-main style="padding-top: 10px">
<el-row>
<el-col :span="20" :offset="2" style="text-align: left">
<el-button @click="dialogVisible = true" type="primary">¥s Il #- {7 4% # Hi ii5 </el-button>
<el-table :data="applicationList">
<el-table-column prop=" & F H T # 4 " label=" M W A #h 4k "
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min-width="120px"></el-table-column>

</el-button>

</el-button>

<el-table-column prop="1%F 3 5 &R 4" label="Ji 34} 77 "></el-table-column>
<el-table-column prop="1% F 3 5 & 43" label="%% A3 17 "></el-table-column>
<el-table-column prop="3% T3 5 /" label="7% {545 ">
</el-table-column>
<el-table-column prop="1%F-IH 5 /" label="18 1t Hi5">
</el-table-column>
<el-table-column label="4{E">

<template slot-scope="scope">

2

<el-button type="primary" @click="onDialogStopped( it F H 5 & & )"> & %%

<el-button type="primary" @click="onDialogApproved( & F H 5 # 2> "> it #E

</template>
</el-table-column>
</el-table>

</el-col>

</el-row>

<el-row>

<l-- FIHTE >
<el-dialog title="H17{ {5 5." :visible.sync="dialogVisible">
<el-form label-width="100px" ref="applicentDetail">
<el-form-item label="H11F A\ Hhhk:">
<el-input v-model="%F3H 5 [ /3 "></el-input>
</el-form-item>
<el-form-item label=""4 /i #1 & /& Hikik:">
<el-input v-model="%F3H 5 /3 "></el-input>
</el-form-item>
<el-form-item label="24 R 3117 :">
<!-- <el-input v-model="1% F I 5 & 43 "></el-input> -->
<el-select v-model="3% T3 5 # /)" placeholder="1% 1 4% & 13">
<el-option v-for="item in provinces" :label="i% FIH 5 H4>" :value="iE FIHG HH"

:key="item.code"></el-option>

</el-select>
</el-form-item>
<el-form-item label="%% N\ #1-{ & kit ">

<el-input v-model="%F3H 5 /3 "></el-input>
</el-form-item>
<el-form-item label="%% N\ 317 :">

<el-select v-model="1% T4 5 #/" placeholder="1% 1 5% N & ">

<el-option v-for="1E T 5 #/" label="% FHH 5 HEH" value="1% FIH 5 #43"

:key="item.code"></el-option>
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</el-select>

</el-form-item>

<el-form-item>
<el-button type="primary" @click="onSubmit(i% F* 1 5 /3)"> 1 B 1] 2 </el-button>
<el-button @click="1%F3H 5 # "> HLJH </el-button>
</el-form-item>
</el-form>

</el-dialog>

5. E TR 30 R R WV IT R B, EALR 7 & A 1 Bureaus. vue X F &
A xR EY T E R AT, ZIA R R R REEREFAE, A
TEME, THATELT:

FERERBSERTS BY
REKPEE E
APMAES

KPS RIER

HEREES

ARE KT

(1) FHEAHAHANAE KA FELETE;

(2) TEFER “HREEM” %4, TUZIARP BmEMS 6, #
2 REEH &R B
A B 1

<el-main style="padding-top: 10px">
<el-row>
<el-col :span="20" :offset="2" style="text-align: left">
<el-button @click="1%F3H 5 % 43" type="primary">+t{# /53 M </el-button>
<el-table :data="bureausList">
<el-table-column min-width="20%"></el-table-column>
<el-table-column prop="31%F-1# 5 #4" label="41{# /5 "></el-table-column>
<el-table-column prop="3%F-1H 5 #4" label="41{#% /5 1 it "></el-table-column>
</el-table>
</el-col>
</el-row>
<el-row>
<el-dialog title="H11% 5 E." :visible.sync="dialogVisible">

<el-form label-width="100px" ref="bureausDetail">
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<el-form-item label="4T B [X 3&k:">
<!-- <el-input v-model="1% F I 5 & 43 "></el-input> -->
<el-select v-model="3% T4 5 # /" placeholder="15% 1 7% /M & ">
<el-option v-for="item in provinces" :label="i% FIE 5 H4>" :value="iE FIHG H H"
:key="1%F3H 5 # 73-"></el-option>
</el-select>
</el-form-item>
<el-form-item label="#& {4 /7 Hutik:">
<el-input v-model="%F3H 5 /3 "></el-input>

</el-form-item>

<el-form-item>
<el-button type="primary" @click="onSubmit(i% T 5 /3)"> 7 B 1] 2 </el-button>
<el-button @click="closeDialog">H{ Ji§</el-button>
</el-form-item>
</el-form>
</el-dialog>
</el-row>

</el-main>

A B 2:

onSubmit: function (from) {
let postData = {
WFIHG
}
console.log(postData);
this.axios
.post("/org/addBureaus", postData)
.then((response) => {
console.log(response);
if (response.data.code == 200) {
WFHGHY = EFHEGHD,

this.closeDialog()
WFIHG
} else {
alert(C 153K I 56 1%, $ {response.data.msg});
}
1)s
}s
closeDialog: function () {
(ETFHT D),
(ETFHTGHD),
(ETFHTGHD);
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155 3-3: RERFTAXHREEN FHECEIK

(K]
AT R ik SR VR B SR AR, MRS R E BRI R RE .
[1£%]

Lo WA Fr 2 (R e B AR IR AR X 0 B

(D UapaEkr 2%, oA NReZEE, AT, SR ITTRKF.
WAt R FEE,

(2) WA ZEAEET, 2 MRKFERO#H, REFUEHEX
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